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In January 2025, the Gold Institute for International Strategy (GIIS) hosted its first Cyber Summit
that focused on four areas of cybersecurity:

Cyber Defense, Incident Response, Resilience, and Deterrence;
Cyber and Digital Transformation for America’s Economy;
Cyber Workforce: Education, Training, and Skillsets; and,

Cyber Leadership and Strategic Partnerships.

As a follow-on to the success of the Summit that included remarks from the Auburn University
McCrary Institute for Cyber and Critical Infrastructure Security Presidential Transition Task Force,
Ohio Secretary of State Frank LaRose, and current Acting Director of the Department of Homeland
Security Cybersecurity and Infrastructure Security Agency (CISA), the GIIS authored, “A Blueprint
for National Cyber Strategy” in November 2025.' The Blueprint was launched during a Cyber Experts
Roundtable that included additional guests who have since taken government roles, including the
Deputy Director of the National Security Agency (NSA).

To complement the engagements, the GIIS is providing an assessment of the state of cybersecurity,
including a review of White House Administrative and other public and private sector actions in
comparison to several GIIS Blueprint challenges and recommendations. Two remain outstanding:

1. Conduct a bottom-up review of digital domain security through legislation like the NDAA FY28
(or earlier efforts) to mandate a Quadrennial National Cybersecurity Review (QNCR).

2. Establish National Guard Association Task Force at the next Board of Directors meeting in
November 2026 to assess stand-up of an Information Sharing and Analysis Center (ISAC)
framework and policy for critical infrastructure sectors that support America’s military.

Faster-moving and farther-reach adversary
driven cyber threats ought to expedite
Washington’s actions. Congress has an

opportunity to focus on preparing for a new

era of prevention in the Digital Domain. Like
many states, including Texas, and unlike
expensive resources for cybersecurity,

information is essentially free --
sharing knowledge of adversary threats and
friendly best practices may be best shaped
under a National Guard ISAC,

especially prioritized critical infrastructure

sectors that support America’s military.

U.S. Navy VADM (Ret.) T] White
Chief, Texas Cyber Command

"This brief factually and deliberately lays out the
challenges of malicious Al-usage by
authoritarian states, particularly China. The
cybersecurity of America's critical
infrastructure was at risk BEFORE the
appearance of Al enabled cyber-attack tools. The
risks and consequences of weak cybersecurity
are even clearer today. A bottom-up QNCR is
long overdue and the National Guard is perfectly
positioned to play a key role in defending U.S.
critical infrastructures in cyberspace if properly
organized and resourced to do so.

U.S. Navy RADM (Ret.) Mark Montgomery
Past Director, Solarium Cyberspace Commission

"The Blueprint for a National Cyber Strategy can be accessed at: www.goldiis.org
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Priority Threats

The resounding theme of GIIS engagements and Blueprint highlighted the renewed proclamation
that President Donald J. Trump signed in March 2025, declaring a national emergency to deter,

mitigate, and defeat foreign and domestic adversary cyber.

Nation-states use cyber
operations for espionage,
sabotage, and disruption.
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CRITICAL INFRASTRUCTURE

Targeting power grids,
transportation, healthcare,
and financial systems.

Manipulating individuals
to gain access to
networks and systems.

Cyberattacks cause
financial loss, disrupt
services, and threaten
national security.
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Yet, in July 2026, CISA updated an advisory warning of expanded, disruptive Iranian cyber threats to
internet-connected operational technologies (OT) used by water and wastewater systems.’
Furthermore, Russia was determined to be a consistent cyber threat at the recent NATO Summit,
which under the auspices of Article 5, a collective Declaration front was agreed to invest and
depend on a shared Alliance budget for cyber and digital transformation versus use of selective or
voluntary Member State capabilities.?® Weeks later a Canadian citizen of Chinese origin working at
NATO HQ was arrested for espionage with many NATO leaders starting to state that “Beijing is
working to undermine global order, develop a military ready for regional conflict, and run
destabilizing disinformation campaigns across the world.*®

Beyond China’ and Russia®, countries like North Korea® continue to be a nuisance to the financial
sector through cybercrime along with new actors, such as India. While not considered a traditional
state-sponsored threat, they remain a Member State of the Shanghai Cooperation Organization
with Russia, China, and Iran and are the origin of advanced cyber capabilities, such as the “hack for
hire” Dark Basin campaign attributed to an Indian technology company. This group was discovered
by The Citizen Lab at the University of Toronto, which is targeting senior government officials,
American journalists, and research groups across multiple sectors like financial, energy, and
healthcare, including pharmaceutical companies.™

To enable state-sponsored cyber threats, the dawn of America’s 250" birthday celebration has
rapidly introduced two technology advances that are wholly dependent on the solution of trust:
Artificial Intelligence (Al) and Quantum Computing.

Artificial Intelligence: National Security Imperative and New
Way of Life

These were the words reflected by President Trump in the White House, America’s Al Action Plan’,
stating, “breakthroughs in these fields like Artificial Intelligence (Al)'? have the potential to reshape
the global balance of power, spark entirely new industries, and revolutionize the way we live and
work. As our global competitors race to exploit these technologies, it is a national security
imperative for the United States to achieve and maintain unquestioned and unchallenged global
technological dominance.”

Many additional and helpful follow-on Executive Orders (EO) were published that enhanced the
greater National Al Initiative (NAIl), which support several GIIS Blueprint recommendations under
Pillar V: Defend and Leverage Emerging Technologies and Innovation to Advance Capabilities in
Cyberspace.¥ Examples include removing barriers to American leadership in Al; promoting the
export of the American Al Tech Stack; creating a National Policy Framework for Al; and launching
the Gensis Mission. This mission is compared to the Manhattan Project that was instrumental to
World War Il victory and provided the foundation of the Department of Energy (DOE) and its national
laboratories. One other key goal of the NAll is to prepare the present and future American
workforce for the integration of Al systems across all sectors of the economy and society —to do
that, a large percentage need more knowledge and understanding of Al, its lifecycle, and
components, which are illustrated in Figure 1.
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Figure 1. Components of Artificial Intelligence. This includes examples of Agentic Al agents like
ChatGPT that autonomously perform tasks, make decisions, and interact with external tools like
search engines and application programming interfaces (APIs) to achieve complex goals with

minimal human intervention.

Deep Learning

Advanced aigorithms that mimic brain
learning from large amounts of data

Neural Networks

Networks of intercomeeted
neurons that
process information,

/

o/
®

o0 |\
(% .
L 2R
. o VP
[ ]

SLM

Small Language Model

LLM

Large Language Model

Collect data from the Smaller, more efficient

environment, including
interaction with

external tools and APIs.

designed for specific
constrained environments.

Computer Vision

Systems that enable machines to

Machine Learning

Systems that improve and
adapt through experience
and data

interpret and analyze information

Cognitive Computing

Simulating human thought process
to solve complex problems.

e S ¢ /

Natural Language
Processing

Enabling machines to understand
and process human language

Agentic Al
Applications & Tools
Autonomous Al agents that
perceive, reason, plan, and act

Artificial Intelligence (Al)

The broad field of creating intelligent machines that can perform tasks
that typically require human intelligence. This includes leaming from data,
reasoning, solving problems, perception, and language understanding,
encompassing Machine Leaming, Deep Learning, and Cognitive Computing.

to achieve goals with minimal
human intervention.

© chatcpT
3 Claude
@ Gemini

q‘_', Microsoft Copilot

(5) Auto-GPT

Synthetic Intelligence (SI)

Advanced Al systems that not only mimic existing human intelligence
but autonomously create new knowledge, innovate independently,
and evolve their capabilities beyond explicit pregramming and
training data, representing a higher form of seff-improving,
independent intelligence.

Perceive Reason
@ Coliect data from

the environment

Analyze and
understand

Adapt

Evolve and
optimize

Learn

(@) Act

i ¢
Enecute tasks

b and take action

Plan

Set goals and {8
determine steps m

<o

Improve from
expsrience




Preparing America’s Military for the Digital Battlefield

On the national security front, in January 2026, the Pentagon released the Al-First strategy that
aims to accelerate military dominance in Al across warfighting, intelligence, and enterprise
capabilities like Swarm Forge and GenAl.mil."

In contrast, is the United States ready for a Meta-War
or what a Chinese People’s Liberation Army (PLA)
Daily article coined as an Alternative Vision or
Doctrine of Intelligentized Warfare. The authors of a
PLA article believe that intelligentized warfare
inevitably leads to meta-war. They define meta-war
as, “a new type of military activity that uses military
confrontation as the main means to conquer the
opponent's will and realize one's own goals by utilizing
politics, economics, and social interaction supported
by metaverse technology.”!

On aregional level, reports reveal that China and
Taiwan have evolved beyond traditional cyber
espionage into strategic critical infrastructure
disruption, pre-position, and attack capabilities.’®7'®
To provide further proof of Beijing intentions, in 2025,
a leaked Russian Federal Security Service memo labeled China an “enemy” for allegedly seeking to
steal Russian military secrets and gain valuable real-world data on drone operations, electronic
warfare, and the battlefield performance of Western weapons systems used in Ukraine.’®?°

The Risk of Rogue Al and Mistrust in Al Capability Developers
and Owners

Since the Al Action Plan was launched, the White House National Cyber Strategy was published
with implementation goals that deployed tools and vulnerability management activities to address
the GIIS Blueprint recommendation to assess the damage of compromise. However, this came at a
price when the Anthropic Mythos Al model infiltrated nearly all the NSA’s classified systems within
a few hours during an authorized red-team evaluation on June 11, 2026.%

i From a technical standpoint, meta-war refers to a battlefield “super system,” created through use of synthetic
intelligence capabilities - integration of brain-computer interfaces, smart devices, and virtual, augmented, and mixed
reality technologies. The super system interacts with weapon platforms and military forces on the actual battlefield,
connecting everything to form a fully interconnected and integrated combat environment. Meta-war links the physical
battlefield, the virtual battlefield, and the “brain battlefield,” which represents the conscious perceptions of officers
and soldiers.

Source: Baughman, Josh, “The Path to China’s Intelligentized Warfare: Converging on the Metaverse Battlefield,” The
Cyber Defense Review, December 19, 2024: The Path to China’s Intelligentized Warfare: Converging on the Metaverse
Battlefield > The Cyber Defense Review > Article View
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Furthermore, and most recently, in a controlled test environment, the UK’s Al Security Institute
identified two U.S. company Al models that created fake online identities with an attempt to exploit
human decision making into approving malicious code updates to an open-source project.?? This
follows at least two additional un-controlled test breaches over the past few weeks, including
access through the open-source developer platform Hugging Face.?®

The Commanding Heights of the 215 Century: Frontier Al Models

OnJuly 27, 2026, Microsoft announced
the release of MAI-Cyber-1-Flash?,
which for the everyday Americanis an
Al Frontier closed model trusted for
use in their Defender cybersecurity
system. While Microsoft is boasting
50% cost savings compared to other
leading U.S. models like Anthropic,
Chinese Al labs develop and offer
more competitive, cheaper open Al

CLOSED FRONTIER
Al MODELS

OPEN SOURCE Al

Al models with publicly available source P

code, weights, and training details. Al models developed and controlled

models like the Kimi model series by
Moonshot Al. Even more concerning,
when Microsoft announced its Copilot
Cowork enterprise Al agent on June 16,
2026, they disclosed their
consideration in a Microsoft-hosted
version of China's DeepSeek V4 as an
integrated capability.?® Along with
Microsoft, Amazon Web Services and
Google Vertex Al now offer access to
several Chinese-developed models
and developers through managed
cloud services.??

Transparency
Open access to code, data, and
training methods.

Community Driven
Built and improved by a global
community.

Customizable
Modify, fine-tune, and adapt
to specific needs.

Trust & Accountability
Open for audit, review, and
responsible use.
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by private organizations.
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| ’ ] ta ‘
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|

Controlled Access
Access is granted through APIs
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training process.

(;\ Limited Transparency
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Inner workings are opaque and
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\

mmercial Focus
Designed for business use,
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The Administration is responding to this aggressive unpredictable technology, such as
establishment of non-regulatory evaluation framework?® and the stand-up of an Al Litigation Task
Force. Despite Presidential efforts, it is reported that Western companies are switching to Chinese
open Al models to avoid high costs like Anthropic’s Claude.?® In recent reporting, one consultant’s
client burned $500 million using Claude in a single month after failing to implement any usage

controls on employee Al licenses.*

The integration and use of open Chinese models have sounded alarms in Congress with a recent
U.S.-China Economic and Security Review Commission (USCC) that has highlighted China’s
ambition to invest in an open-source approach to gain industrial dominance. The use of open-
source models enables low-cost Al deployment across Chinese factories, logistics networks, and
robotics—generating real world data that feeds back into model improvement. The Commission
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report quotes, “Beijing has built the institutional infrastructure to exploit this advantage,
designating data as a formal factor of production and permitting enterprises to carry data assets on
their balance sheets.”?'%

Data as an Economic Resource

Dating back to an Asia Society forum in October 2018, former Google China President stated, “data
is the new oil and China is the new Saudi Arabia.”* Based on another USCC report in January 2020,
Beijing reportedly had nearly 800 smart city pilot programs underway or planned.** Comparatively,
Huawei (Ltd), China’s leading information and communication technologies (ICT) company
claimed during a 2024 conference that they have deployed in over 200 cities across more than 40
countries, helping them achieve efficient city governance and accelerate city digital transformation
or what could be considered a very well established global surveillance network.*

Scaling Data at Quantum Speed: Threats, Benefits, and Protection

To further China’s global reach, according to 2025 reporting, Beijing invested in a 1 trillion yuan
($138 billion USD) government-backed fund to support emerging technologies, including quantum
computing. With the goal to strengthen its global competitiveness, the fund was structured as a
public-private partnership, that will invest in high-risk, long-term projects across sectors such as
guantum computing, Al, and semiconductors.*® Comparatively, the U.S. Senate has proposed
legislation titled the, “Department of Energy Quantum Leadership Act of 2025,” to expand quantum
research with over $2.5 billion in funding over five years.?’

A recent Center for Strategic & International Studies (CSIS) report defines quantum in the following
five primary areas where China is investing with advanced technological capabilities: Computing
and quantum-centric supercomputing; communication; sensing; materials; quantum Al; and,
guantum data centers.3®

Known as Quantum Information Science and Technology (QIST), White House EO14413 states that
QIST will provide transformational capabilities that will drive American innovation, power economic
growth, generate high-paying jobs, and bolster national security. This is follow-up from the 2018
National Quantum Initiative Act and doubles Federal investment in QIST research and
development.®® As stated by President Trump, “today, as other nations move quickly to challenge
American leadership, the United States must take a cohesive, whole-of-government approach to
accelerate deployment and commercialization of quantum computing, sensing, and networking. In
addition to continuing trailblazing quantum research, we must act to solidify the Nation’s position
as the world’s QIST superpower and deliver the commercial and research benefits of quantum
innovation to the American people.”

The key to Al and QIST dominance is data and that doesn’t come without challenge, which NIST has
identified at least seven misuse risks for foundational models and provides additional risk
management framework for the data processing privacy ecosystem.*%*! These risks are dependent
on properly conditioned, controlled, and trained data. This forces the hard-working U.S. taxpayer to
trust that the data is being managed in the right hands, in an unbiased, apolitical environment, and
at the mercy of corporate technology developer’s “closed door” judgement and integrity.
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What we presently read, and our new generation learns in the future, such as an American history
narrative will be influenced and developed by Al models. Dating back to 2023, prior to the Frontier
Al Model race, an MIT Review discovered multiple political biases in Al algorithms and Stanford
University research states, “true political neutrality in Al is impossible.” 4243

Scaling that messaging and distributing it at quantum speeds can expand adversary information
campaigns that can encroach on traditional American beliefs and rights, to include new threats to
free speech and election integrity.

Two Recommendations to Improve and Strengthen Digital
America First Strategy

The shift to this new techno-era in direct competition with a Digital China* and present malware
pre-positioned across America with advanced Chinese cyber activities that became noticeable as
early as 2013,%%*¢ demands a bottom-up review, especially across our armed forces, which would
fulfill two of five recommendations:

1. GIIS Blueprint Pillar Il: Address the National Emergency to Deter, Mitigate, and Defeat Foreign
Adversary Cyber. Pass legislation like an Amendment to NDAA FY28 (or earlier) to mandate
a Quadrennial National Cybersecurity Review (QNCR) that can provide a bottom-up review
and periodic reporting of doctrine, organization, material, and policy for a secure digital
domain. The QNCR can build off and support National Security Presidential Memorandum-12
for the Cybersecurity of National Security Systems,*” and leverage past quadrennial defense
(QDR)“8, homeland (QHSR)*°, and intelligence community (QICR) review processes.

2. GIIS Blueprint Pillar IV. Rebuild Partnerships and Processes for Improved Cyber Threat
Information Sharing. Establish National Guard Association of the U.S. (NGAUS) Task Force
at the next Board of Directors meeting in November 2026 to assess stand-up of an
Information Sharing and Analysis Center (ISAC) framework and policy for critical
infrastructure sectors that support America’s military. A National Guard ISAC also
addresses recommendations from the 2024 Defense Science Board Study on “DoD
Dependencies on Critical Infrastructure,” to normalize engagement between installation
commanders and civilian infrastructure owners. A National Guard managed ISAC Framework
could implement one specific action to, “assign points of contact for key infrastructure sectors
with authority to commit to necessary actions or agreements and better communicate
infrastructure protection issues to inform collection, analysis, and offensive action.”®° This
partnership can leverage and build with free shared services offered by the private sectorin
each state like the Dragos Community Defense Program for OT cybersecurity of small to
medium sized critical infrastructure organizations.®'
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